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Abstract 
This paper provides a comprehensive review of current database systems and data 
warehousing technologies within the healthcare sector, emphasizing their roles in 
supporting forecasting and analytics. The objective is to describe, analyze, and evaluate 
the key features of these systems, particularly focusing on the essential functions of data 
storage and data integration in managing complex healthcare data environments. 
Recognizing that efficient data storage is fundamental to effective database management, 
the paper examines prevalent challenges within current healthcare systems, including 
issues related to data infrastructure, security, and interoperability. It further investigates 
how these challenges impact the reliability and accessibility of data crucial for informed 
decision-making. In addition to highlighting the difficulties, this review delves into the 
benefits and drawbacks of various data integration strategies. It discusses how advanced 
integration techniques can enhance data accuracy, streamline real-time access, and bolster 
analytical capabilities, while also addressing potential risks such as integration complexity 
and security vulnerabilities. By synthesizing the latest trends and research in database 
management, this paper aims to offer valuable insights for healthcare practitioners, IT 
professionals, and researchers. Ultimately, it seeks to guide the development of more 
secure, efficient, and resilient data management strategies that can better support 
healthcare analytics and forecasting in an increasingly data-driven industry. 
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1 Introduction  
More than 80% of medical institutions have implemented electronic medical records (EMR) to manage and 

utilize their medical records [1]. However, the efficiency of medical information sharing is still questionable. Despite 
having an electronic medical record system, many medical personnel still exchange medical information via 
traditional methods such as phones call, mail, and fax machines. Many medical centers still limit the usage of EMR 
within their own institution. In fact, they should expand the role of EMR to a more efficient data exchange tool 
especially when transferring or referring a patient to another medical institution. 

There is no exaggeration to say that the war of data has entered the industry 4.0 era. Even at this moment, data 
is generated and overflowing in every single area. In 2013, healthcare data was around 153 exabytes, and it expanded 
to 2314 exabytes in year 2020 [2]. With this vast amount of medical data, almost all hospitals or clinics have switched 
from the old paper-based medical records to their own EMR/ EHR (Electronic Medical Record/ Electronic Health 
Record) system. Paper written records have limitations in storage and management if they are collected for a long 
time. Paper based records are difficult to trace, extracted and analysed. If paper based medical records could be 
utilized effectively, it would be a handsome resource for the clinician to treat patients better. EMR slowly replaced 
the paper based medical recording system with the recommendation of the clinicians. EMR stored patient’s data and 
document in their own hospital database server, form a key infrastructure for building hospital own information 
systems, clinical information systems, medical information databases, decision support systems, healthcare 
information networks, and medical knowledge bases [3], [4].  
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Electronic Medical Records (EMRs) have significantly enhanced the accessibility of patient information. Studies 
indicate that the probability of retrieving desired medical records at the time of need increased from approximately 
72% with paper-based systems to up to 99% with EMRs [5]. EMRs allow multiple users to access patient information 
simultaneously, facilitating prompt decision-making, especially in emergency situations. For instance, clinicians can 
quickly retrieve necessary test results using patient identifiers, enabling rapid treatment and reducing unnecessary 
waiting times and costs [6]. 

 Electronic Medical Records (EMRs) enhance consistent and continuous patient care by providing 
comprehensive access to past medical histories and current treatments. This accessibility facilitates more accurate 
diagnoses and informed treatment decisions. EMRs also serve as effective communication tools between patients and 
healthcare providers, supporting collaborative decision-making and the exchange of clinical observations among 
medical teams. These advantages have led to increased implementation of EMR systems across various healthcare 
settings, including marine medical institutions [7], [8]. 

2 Background of Problem  
As many hospitals actively use Electronic Medical Records (EMRs), each medical institution in South Korea 

often employs a different type of EMR system. The market share of EMR vendors in Korea is predominantly held 
by a few companies, leading to a lack of standardization across medical records formats. This issue arises partly 
because software developers may not be deeply familiar with the medical field, resulting in EMR software that doesn't 
fully meet clinical needs. Consequently, some hospitals develop and manage their own EMR programs to better align 
with their specific requirements [9], [10]. The lack of standardized Electronic Medical Record (EMR) systems across 
medical institutions poses significant challenges to patient data sharing. This fragmentation often necessitates 
repeated examinations when patients visit different hospitals, leading to increased healthcare costs and potential 
delays in treatment [11]. Small and medium-sized hospitals frequently face financial constraints that hinder the 
integration of comprehensive systems like EMR and Order Communication Systems (OCS), making them more 
susceptible to security breaches [12]. Moreover, database failures can result in prolonged system downtimes, with 
recovery processes being both time-consuming and potentially incomplete, thereby disrupting the continuous 
operation of 24-hour healthcare facilities [13].  

Data storage poses significant challenges for small to medium-sized hospitals, many of which rely on local 
storage systems rather than cloud-based solutions. This reliance limits data accessibility outside the healthcare facility 
and increases vulnerability to data loss in the event of physical damage to storage devices. Moreover, the lack of 
standardized Electronic Medical Record (EMR) systems across institutions hinders efficient patient data sharing, 
often necessitating repeated examinations when patients visit different hospitals, thereby escalating healthcare costs 
and delaying treatment [14]. Financial constraints further impede the integration of comprehensive systems like EMR 
and Order Communication Systems (OCS) in smaller hospitals, making them more susceptible to security breaches 
due to insufficient security tools and implementations [15]. Additionally, database failures can lead to prolonged 
system downtimes, with recovery processes being both time-consuming and potentially incomplete, disrupting the 
continuous operation of 24-hour healthcare facilities [16]. 

3 Problem Statement 

3.1 Database security/ storage problem  
Medical records contain personal and sensitive information, including health backgrounds, social histories, and 

financial details. Due to the comprehensive nature of this data, stolen medical records can fetch prices up to 10 times 
higher than stolen credit card information on the dark web [17]. However, many small and medium-sized hospitals 
have subpar data security measures. For instance, a survey indicated that a significant percentage of these hospitals 
rely solely on basic security tools like antivirus software, leaving them vulnerable to professional cyber-attacks [18]. 
In the event of a database failure, recovery can be time-consuming and may not guarantee complete restoration of 
patient and administrative data, potentially disrupting the operations of 24-hour healthcare facilities [19].  

The primary factors contributing to inadequate data security in small and medium-sized hospitals include limited 
budgets, a shortage of dedicated medical security personnel, and low awareness of medical security solutions. While 
cloud storage is not a comprehensive solution to security challenges, it can offer a basic level of defense under these 
constrained conditions. However, immediate implementation of cloud storage faces limitations. The adoption of 
cloud-based Electronic Medical Records (EMRs) is often cost-prohibitive due to the need for integration with existing 
systems like Hospital Information Systems (HIS). Additionally, hospitals may exhibit low levels of trust in allowing 
third parties to manage their patient databases [20], [21]. 
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3.2 Accessibility/ Tracking Problem  
PHR is a very important healthcare data as it contains personal medical information from medical institutions, 

personal nursing and personal wearable devices such as smart phones, smart watch. 
 

 
Figure 1. Global connected wearable devices from 2016 to 2022 [22]. 

 
According to the graph above, more and more people use wearable devices to track their own healthcare 

information. Since the history of wearable technology is not very long, there are not many cases described in 
healthcare yet. In short, the implementation of personalized and decentralized healthcare is still in its infancy. 
However, this data is accessible only to the company that created it. Thus, it is hard to track the healthcare data in 
the wearable devices by governments or healthcare institutions. Needless to say, there is no integrated database 
system of PHR (from wearable devices) and EMR. 

4 Data Storage and Integration Perspective 
Data integration is a pivotal practice in both commercial and scientific domains, aiming to consolidate disparate 

data sources into a unified view. This process often involves Extract, Transform, Load (ETL) operations, which 
encompass data mapping, cleansing, and transformation to enhance database and storage management performance 
[23]. In the healthcare sector, the diversification of hospital operations necessitates an integrated and holistic 
approach to medical activities. Effective decision-making by patients, clinicians, and administrators relies on the 
acquisition, management, and utilization of information technology. Efforts are underway to leverage accumulated 
medical data across various databases to support clinical care, research, and education [24]. 

4.1 Importance of Integrated Database System  
Data integration is a pivotal practice in both commercial and scientific domains, aiming to consolidate disparate 

data sources into a unified view. This process often involves Extract, Transform, Load (ETL) operations, which 
encompass data mapping, cleansing, and transformation to enhance database and storage management performance 
[23]. In the healthcare sector, the diversification of hospital operations necessitates an integrated and holistic 
approach to medical activities. Effective decision-making by patients, clinicians, and administrators relies on the 
acquisition, management, and utilization of information technology. Efforts are underway to leverage accumulated 
medical data across various databases to support clinical care, research, and education [24]. 

An integrated patient-centered analysis system within hospitals enables comprehensive analysis of individual 
patient histories, outpatient notes, laboratory test results, prescriptions, and treatments. Such systems facilitate the 
sharing of patient information and case transfers between different hospitals, leading to more accurate, efficient, and 
personalized medical practices [25]. 
Real-time access is a pivotal approach in modern healthcare systems, significantly enhancing the performance of data 
sources within effective data storage and cloud storage applications. Implementing real-time, automatically updated 
data warehouses in healthcare settings has been shown to improve the management and utilization of medical big 
data, facilitating timely decision-making processes [26]. By leveraging cloud data warehouses, healthcare providers 
can efficiently create and publish datasets, which are indexed as metadata upon entry and automatically encrypted to 
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ensure data security. Moreover, unstructured data, such as X-ray images, can be systematically recorded and 
analyzed, contributing to comprehensive patient care and research initiatives [27]. 

4.2 Common Problems  
Different data formats and the lack of standardization are prevalent challenges in healthcare data management. 

Many hospitals utilize internally developed database systems tailored to their specific needs, resulting in patient data 
stored in proprietary formats unique to each institution [28]. Additionally, some medical records remain handwritten, 
later scanned and stored as images, rendering them unreadable by current computer systems. The illegibility of 
physicians' handwriting further complicates the application of artificial intelligence (AI) for data extraction and 
analysis. Consequently, transforming such data often necessitates manual preprocessing and classification by 
specialists with medical expertise [29]. Moreover, larger hospitals with complex organizational structures face 
difficulties in standardizing hospital information systems (HIS) across all departments, impeding seamless data 
integration and interoperability [30]. 

4.3 Advantage and Disadvantage  
Advantage: 

a. Providing an integrated view enables rapid identification of patient integrated information and precise 
customized treatment by checking the patient's medical history and examination details at once. 

b. Providing rationalization of hospital management through rapid and accurate utilization of management 
information and efficient use of human resources. 

c. Smooth and efficient to transfer patients to external hospitals, telemedicine services, and sharing 
information with both internal external medical institutions. 

d. No more waste of time and money for repeated and unnecessary examinations  
 
Disadvantages: 

a. Unforeseen costs are one of the primary disadvantages for all healthcare systems, especially software 
and hardware deployment and maintenance costs 

b. Questions about the stability of personal medical information and serious concerns about the national 
monopoly of medical information. 

5 Technical Architecture 
The main purpose of this technical architecture is to maximize the utility and value of Personal Health Records 

(PHRs) derived from wearable devices. As discussed previously, government and healthcare institutions often face 
difficulties accessing this data. To facilitate the accurate collection and analysis of PHRs for disease prevention, a 
system architecture can be implemented that captures relevant data and processes it through a staging area using the 
Extract, Transform, Load (ETL) methodology [31]. This ETL process is directly linked to a data warehouse and 
business intelligence (BI) analysis platform, enhancing data usability and system performance. 

Both monitoring and analysis are crucial elements of this architecture, as they boost the responsiveness and 
adaptability of the overall system. By authorizing government agencies to access data from wearable devices, public 
health institutions can monitor daily activities and dietary habits in real time. Users voluntarily record such data, 
which can then be shared with doctors and medical institutions. These insights are beneficial to individuals, healthcare 
professionals, and policymakers alike, providing a foundation for preventive health strategies. However, this vision 
is only feasible if the private entities that store wearable data permit access to authorized healthcare and governmental 
organizations [32], [33]. 

 

 
 

Figure 2. Technical architecture of integrated system 
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6 Conclusion 
In conclusion, effective storage management and data integration are needed for better healthcare system 

purposes. When the system is integrated, there are still many issues to be solved in the healthcare area, such as data 
security, privacy of sensitive patients’ data, and retrieval of information as such patients can anytime access their 
personal health records from any hospital or their wearable device. In addition, small and medium-sized hospitals 
and clinics have limited resources in human power and finance to digitize their written paper records.  Transforming 
from a physical record to an electronic record system requires a large amount of training and adaptation to the staff. 
Hence, efforts from the private and public sectors are required to establish a more advanced, efficient medical 
information exchange system.   
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